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06 yrBepxaennn Uncrpykuun
no obecneyeHHI0 HHPOPMANHOHHOI Ge30NaCHOCTH

B nensx ucnonnenus tpeGosanumii MenepanbHoro 3akona «O [IEPCOHAIBHBIX
AaHHBIX» oT 27.07.2006 N 152-®3; ®enepansHoro 3akona «0O6 uH(popmaImu,
MH(OPMALMOHHBIX TEXHOJIOTHSX U O 3aIuTe HHPopMarmm» ot 27.07.2006 N 149-@3;

ITPUKA3BIBAIO:

1. YrBepauth  UHCTPYKIMIO 10  0GecredeHuio  HH(pOPMALHOHHOMN
6esomacnoctu B ®I'BOY BO CamI' MY Munsapasa Poccuu cornacuo IIpunoxenuro
1 x HacTosIeMy mpHKa3y.

2 Kontponb 3a wucnonnenuem Hacrosiiero Ilpukasa BO3JIOXHTH Ha
aupexropa MucrutyTa nudposoro passurus Onobecky C.B.

3. Otzeny noKyMeHTaLMOHHOTO ObecIieyeH sl 10BeCTH JaHHbIH [Iprka3 10
IPOPEKTOPOB U PyKOBOAUTENEH CTPYKTYPHBIX MOApa3ieIeHUH

PexTop,
npodgeccop PAH A.B. Kosicanos



[Ipunoxenne 1 x npukasy

oT « 77» o7 2047 1. Ne SO

HHcTpykuus
no obecneyeHH10 HHPOPMALHOHHOH Ge30MaCHOCTH

1. O0mue noaokeHust

1.1. WHcTpykums mno ofecnedeHdo MH(BOPMALMOHHON —Ge30MacHOCTH
ONPEJEIISIET OCHOBHBIC 00SI3aHHOCTH U OTBETCTBEHHOCTH COTpYAHHKOB O®I'BOY BO
CamI'MVY Munzapasa Poccun, JONYLICHHBIX K 00paboTke KOH(UAEHIUATBHOM
MH(POPMALUK ¥ IEPCOHANIBHBIX JAaHHBIX.

1.2. CoTpynnuky Npy BBHIIOIHEHUH CBOMX (DYHKIMOHAIBHBIX (IOKHOCTHEIX)
00s13aHHOCTEH, 06ECreunBaIOT G€30MacHOCTh KOHGbUIEHIUATLHOM UHbOpMaILUH |
MIEPCOHANBHBIX NAHHBIX M HECYT IEPCOHAIBHYIO OTBETCTBEHHOCTh 3a COOIIOIEHUE
TpeOOBaHUH PyKOBOJAIIMX JOKYMEHTOB [0 3allkTe HHPOPMALIH.

1.3. B Muctpykiuu no obecnedenuo HHGpOPMALMOHHON 6e30macHoCTH (najee
— MHCTpyKIKS ) HCTIONB30BaHBI ClISAYIOIIME TEPMHUHEI H OTPEIeIeHHUS
Hngopmayuonnas __cucmema  nepconanvnvix __ Oannwvix  (HCIIn) -

MH(MOPMALIMOHHAS CHCTEMA, MPEJCTABISIONIas COG0N COBOKYITHOCTh MePCOHATBHBIX
JaHHBIX, COMEpKAILUXCs B Oa3e JaHHBIX, a TaKXKe HH(POPMALMOHHBIX TEXHOJOTHH W
TEXHUYECKMX  CPEACTB, IO3BOJIIOIIMX  OCYIIECTBISTH  00pabOTKYy  Takux
NEePCOHATBHBIX JIAHHBIX C MCIIOJIb30BAaHUEM CPEJCTB AaBTOMATH3allUd WA Oe3
UCIIOJIb30BAHUS TAKUX CPEJICTB.

Knrou anexmponnou noonucu (knroy ) - yHUKaJIbHAs TOCIEI0BATEIbHOCTD
CHUMBOJIOB, NpeAHAa3HA4YEHHAas Ui CO3aHUS SJIEKTPOHHOM MOIIUCH.

Hecankyuonuposannviii_ docmyn (HCJ[) — poctyn K HHPOPMAlUU B
HapyllleHHe MOJDKHOCTHBIX TIOJHOMOYMH COTPYIHMKA, OOCTYN K 3aKpBITOM s

MyOIMYHOTO NOCTyna MHGOPMALKK CO CTOPOHBI JIMLI, HE UMEIONIMX Pa3pelleHus Ha
JOCTYII K 3TOM MH(OPMALIHH.

llepconanvnvle dannvie (I1/[n) — moGas uHGOPMALIUS, OTHOCSINASICS K IIPSIMO
WM KOCBEHHO OIPEJIeJICHHOMY, HIIH OTPENeNsieMOMy (GpU3NYeCKOMY JIHILY (CYyOBEKTY
IIEPCOHAJIbHBIX JIAHHBIX ).

llonesosamens - cotpynnuk ®I'BOY BO CamI'MY Munsapasa Poccuu,
YYacCTBYIOIIMH B paMKaxX CBOMX (YyHKIHOHAIbHBIX OOS3aHHOCTEH B IIporeccax




aBTOMATH3UPOBAHHON 00PabOTKKM MHPOPMALMKM U UMEFOLIMI JOCTYI K aIlapaTHbIM
CpeICcTBaM, IPOrpaMMHOMY 00ECIIEUeHHUIO U JaHHbIM [1/1H.

Cpedcmeo _ kpunmoepaguueckoti  sawumor  unopmayuu  (CK3H) -
peanusyromye KpunTorpaQuueckue anropuTMbl  IpeobpasoBaHus HMH(OPMALMH
alnapatHele, INPOrpaMMHBIC U alllapaTHO-IPOrPAMMHBIE CPEJCTBA, CHCTEMBI U
KOMILIEKCBI, obecrevnBaiomye 6e30nacHOCTh HHMDOPMALUK IPU ee o0Opabortke,
XpaHEHHWH U Ilepeiade 1Mo KaHajaM CBS3H.

Inexkmponnas nodnuce (JI1) - nHPOPMALKS B 3IEKTPOHHOM dopme, KoTopas

NPUCOEIMHEHAa K JPYroil WHGOpMalUM B 5I€KTPOHHOH (opme (IMOAIUCHIBAEMOit
MHGOPMALUM) WK WHBIM 00pa3oM CBsS3aHa C TaKoif uH(pOpMaIell U KoTopas
MCIIOTIb3YETCS U1 ONIPENISNICHHUS JIULIA, OANUCHIBAIOLIEr0 HHPOPMALIUIO.

INeKmpoHHo-gbLuuciumenstas_mawuna (IBM) — KoOMILIEKC TEXHUYECKHX,
alrmapaTHbIX W IPOTPAMMHBIX CpPEICTB, MPEIHa3HAYEHHBIX IS aBTOMATUYECKOM
00paboTKH HHPOPMAIUH, BEIYUCIICHHIH, aBTOMATUYECKOTO yIIpaBJICHHS.

1.4. Hacrosimas MHcTpykuus pazpaboTaHa B LeNAX MCIIOIHEHHS:

- ®enepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27.07.2006r. Ne152-d3 «O
IIEPCOHAIBHBIX TAHHBIX));

- @enepainbHOro 3akoHa «O6 HHbOpMaIKK, HHPOPMALIMOHHBIX TEXHOIOTUIX U
0 3amuTe uHPopmarwm» ot 27.07.2006 N 149-D3;

- Ilocranosnenus IlpaBurensctBa P® ot 15 cenrsbps 2008 r. N 687 «O6
yTBepxkaeHuu Ilonoxenuss 06 0coOeHHOCTSIX OOpabOTKH IEPCOHANBHBIX NAHHBIX,
OCYIIECTBIIIEMON O€3 UCIIONIB30BaHMs CPEICTB aBTOMATU3ALIUNY,

- [locranosnenus [IpasutensctBa PO o1 01.11.2012 N 1119 «O6 yTBepx)aeHun
TpeOOBaHuUM K 3aIUTe IePCOHANBHBIX JAHHBIX [IPH KX 00paboTKe B MH(POPMALIMOHHBIX
CUCTEMAaX MePCOHANIBHBIX JaHHBIX);

- Ilpukasa ®Cb Poccuu ot 10 uronst 2014 r. N 378 «O6 yrBepxkaenun Cocraba
U COIEpXXaHHs OpraHU3allMOHHBIX W TEXHUYECKHX Mep 10 O0eCIeUeHUIO
0e30M1acHOCTH MepCOHANbHBIX JaHHBIX NP HX 00paboTke B HH(OPMALHOHHBIX
CHCTEMaxX MEPCOHAIBHBIX JIaHHBIX C MCIOJIL30BAHUEM CPENCTB KPHIITOrpaduuecKoi
3alUThl  MHGOpMaluM, HEOOXOAUMBIX /Ui  BBINOJHEHMS  YCTAHOBIIEHHBIX
IIpaButensctBoM Poccuiickoit ®enepaunn TpeGoBaHuil K 3allUTe MEpPCOHATBHBIX
JaHHBIX JJIs KaXKI0r0 U3 YPOBHEH 3alIUILIEHHOCTUY;

- Ilpukaza ®ATICH ot 13 mronsa 2001 r. N 152 «O6 yTBep)aeHUU HuCcTpyKiiumn
00 opraHusanuu u obecredeHrn 6e30IacHOCTH XpaHeHHUs, 00paGOTKH U repenayu 1o
KaHallaM CBSI3M C HCIIOJIb30BAHUEM CPEACTB  KPUNTOrpadUuecKol  3aluThl
MH(OPMAIMH C OTPaHUUCHHBIM [JOCTYIIOM, HE COAIepIKalleil CBEIEHHUM, COCTABISIONINX
rOCYZlapCTBEHHYIO TalHY».



1.5. TpeGosanuss WHCTpyKumM 0Os3aTeNbHBl 1 BBIIOJHEHHS BCEMH
corpyaaukamu @I'bOY BO CamI'MVY Munsapasa Poccuu.

2. OcHoBHble 00s13anHOCcTH [o/1B30BaTENS

2.1. Boimonuate o6mue TpeGoBaHHS O OGECMEUEHHIO Ge30MaCHOCTH
KOH(UIEHIHATEHOMI uHboOpMaIu " IIEPCOHAIbHBIX JaHHBIX,
YCTaHOBJICHHbIC 3aKOHOAATENLCTBOM  P®,  BHYTpEHHHMHM  OpraHH3aIMOHHO-
pacnopsauTelbHbIMU IoKyMeHTaMi ®I'BOY BO CamI'MYVY Munsnpasa Poccun u
HacTosmend MHCcTpyKImei.

2.2. Tlpu pabote ¢ KOHGHIECHIHAIBHOMN MHpOpMalLeldl W NepCOHATBHBIME
AQHHBIMH  pacronaraTb BO BpeMs pabOThl 3KpaH BHIEOMOHHMTOpPA TakK, YTOGHI
MCKJII0Haach BOSMOXHOCTL MPOCMOTpa OTOOpakaeMoli Ha HeM MH(pOPMALHH
OCTOPOHHUMH JIMLIAMH.

2.3. CobmonaTe mpaBuia paGoThl CO CPEACTBAMH 3allUTHI uH(poOpMaIuu U
YCTAHOBIIEHHbI PEXUM DpasrpaHMYEHHs JOCTYNa K TEXHHYECKMM CpeiCTBaM,
nporpamMmam, 6a3aMm naHHbIX, haiiaM W APYrHM HOCHTENSM KOH(HAEHIHATILHOM
MH(pOpMALMK ¥ EPCOHATBHBIX JaHHBIX IIPU HX 06paGoTKe.

2.4. B ciy4ae BBIABICHMS HHLHMIECHTOB HMH(OPMALMOHHON O€30MacHOCTH
(pakToB wMIM TONBITOK HECAHKIMOHMPOBAHHOTO JOCTyHa K UHpOpMaIuH,
obpabarbiBaemoit B OBM mimm 6e3 WCIHONB30BAaHUS CPENCTB ABTOMATHU3ALIHH )
HEMeJIICHHO coo01uTh 06 3ToM B LlenTp nHdopMarmonHoi 6e3onacHocty (TenedoH:

8 (846) 374-00-66 (BH.: 4729, 4732, 4745), 511. noura: cib@samsmu.ru).

2.5. He BHOCHTH CaMOBOJIbHO KaKHe-IHOO H3MEHEHHs B KOHQUIYpPaIUIo
anmnapaTHO-IIPOrpaMMHBIX cpeAcTB DBM, He ycTaHaBIUBATE JOIOJHUTEILHO JIIOOBIE
IIpOrpaMMHBIE U anmnapaTHble CpeJiCTBa.

2.6. 3HaTh IITATHBIE PEXKUMBI PAOOTHI IPOrPAMMHOI0 00ECIIEUeHHSs, OCHOBHBIE
IIyTU NPOHUKHOBEHHUS M PACIPOCTPAHEHUs] KOMITBIOTEPHBIX BUPYCOB.

2.77. IToMHHTB TMYHBIE IIAPOJIM U NIEPCOHATIbHBIE HAECHTU(DUKATOPHI, XPAHUTh UX
B TaliHe, HE OCTaBJIATH 0€3 NPUCMOTPAa HOCHUTENH, MX COAEPXKAIIME, U XPaHUTh B
3anuparouieMest sinuKe croja uiu ceride. C ycTaHOBIIEHHOM IEPHOIUIHOCTHIO MEHATD
CBOM napoJib (Maposn).

2.8. Ilpu nmpumeHeHMH BHEIIHMX HOCHTeJeH MH(MOPMAIMU IIepe]] HAdajioM
pabOTBl TPOBECTH MX TIPOBEPKY HA MpPEeJMET HAIMYMsl KOMIIBIOTEPHBIX BHDPYCOB
cpeactBamu DBM.

2.9. 3HaTh ¥ CTPOro BBINONHATH MpaBHiIa paboThl ¢ yCTAHOBIEHHBIMH HA €ro
OBM cpenctBamu 3amuThl HHGOpMANUK (AHTHBUPYC, CPEACTBA KPUNITOrpahUIECcKOit
3aLUUTHI U T.IL.).



2.10. HemennenHo cTaBUT B W3BECTHOCTH LleHTp MH(POPMAITHOHHOMA
0€30MacHOCTH MPU OOHAPYKEHUH:

® ()aKTOB COBEpIUCHHS B €ro OTCYTCTBUE IOIBITOK HECAaHKLIMOHUPOBAHHOI'O
JOCTyTIa K 3aKPETIEHHOM 3a HUM 3allUIeHHoi DBM;

® HEKOPPEKTHOIo ()YHKIMOHUPOBAHHUS yCTAHOBIIEHHBIX Ha DBM TeXHHYeCKuX
CPEJIICTB 3allIUThI;

® OTKJIOHEHMH B HOPMalbHOM paboTe CHCTEMHBIX M MPUKJIAIHBIX TPOrPAMMHBIX
CPEIICTB, 3aTPyAHAIOIIUX SKCIUTyaTaluo DBM.

2.11. Tlo 3aBepuieHHH pabOT MO H3MEHEHUIO arapaTHO-IPOrpaMMHOM
KOH(UIypalyy, 3aKperieHHol 3a HuM DBM nposepsaTh ee paGoTocnocobHOCTS.

3. OGecneyeHHe aHTHBHPYCHOI 0e30MaCHOCTH

3.1. OCHOBHBIMH MyTAMH MPOHUKHOBEHHS BUPYCOB B MH(POPMALIHOHHO-
BBIMHCITUTEIIBHYIO CETh ABIIAIOTCS: ChEMHBIE HOCUTENN HH(POPMALINH, SIEKTPOHHAS
no4Ta, (haiiiel, noydaeMsle U3 ceTi MHTepHeT, panee 3apaxeHubie JBM.

3.2. B ciyyae mofo3peHHs Ha HaJIMYHEe KOMITBIOTEPHOTO BHpYyca (COOOLIEHHE
AHTMBUPYCHOM IPOrpaMMbl, HETUIIMYHAS PabOTa IPOrpaMM, MosiBeHUe rpadHIecKuxX
¥ 3ByKOBBIX 9 (QEKTOB, HCKaKEHUH TaHHBIX, ponaaHue (BaiiyioB, 4acToe MOSBICHHE
COOOIIEHNH O CHCTeMHBIX ommOKax u T.11.) [Toab3oBarens OBSI3AH:

® [IPEKpPaTUTh (IPUOCTAHOBUTH) paboOTY;

® HEMEIJICHHO IIOCTaBUTh B H3BECTHOCTh O (hakTe OOHApyKeHHs 3apaK€HHBIX
BUpycoM ¢aitnoB LlenTp nHbopmanroHHoi 6e30nacHOCTH;

® OLEHHUTh HEOOXOAMMOCTh JabHEHINEero UCIONB30BaHKs (aiioB, 3apaKEeHHBIX
BUPYCOM;

® TMPOBECTH JICYCHWE WIIM YHUYTOXXEHUE 3apaXeHHbIX ¢aitoB (npu
HEOOXOMMMOCTH, JUISl BBINONHEHHs TpeOOBaHHN [JaHHOTO IyHKTa CIEoyeT
OOpaTUTBCS 3a MOMOLIBIO K COTpyaHHKaM LleHTpa HMH(pOpPMAIMOHHOM
0e30IacHOCTH).

3.4. ITonwszoBatenio SAINPEIIAETCSI:

® OTKJIIOYaTh CPEACTBA AaHTUBUPYCHOH 3alIUThl HHMOPMALHH;
YCTaHaBIIMBaTh W HMCIIOJIB30BAaTh JH000E TMpOrpaMMHOE OOecIeueHue, He
IpeIHa3HaYeHHOe JUISl BBITIOJTHEHUS CIIYKeOHBIX 3a/1a4.

4. O6ecneyeHne 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX

4.1. Kaxneli CcOTpyAHMK, Y4YacTBYIOIIMA B I[poleccax ob6paboTku
NCPCOHATBHBIX JIaHHBIX W HMEIOIMHA JOCTYyIl K almapaTHbIM CpeICTBaM,
NporpaMMHOMy ofecriedenuro u 6azam gaHHeix PI'BOY BO Cam['MV Mumnsapasa



Poccun sinsiercs Ilonb3oBaTeneM U HeceT MEPCOHANBHYIO OTBETCTBEHHOCTD 38 CBOH
JIeUCTBUSL.

4.2. Jlomyck k 00paGOTKe IEPCOHANBHBIX [aHHBIX OCYILECTBISETCS B
COOTBETCTBHH C BHYTPEHHUMH JIOKaJIbHO-HOpMATUBHEIMH akTamu B OI'BOY BO
CamI'MY Munznpasa Poccun.

4.3. TTone3oBarens OBSA3AH:

® 3HaTh TPeOOBAHMUS PYKOBOJIINX TOKYMEHTOB I10 3aIlUTE EPCOHATBHBIX
JIAHHBIX;

® [IPOM3BOAUTH OOPabOTKY MEPCOHANIBHBIX JaHHBIX B CTPOrOM COOTBETCTBHH C
3aKOHO1aT€IbCTBOM PD;

® CTporo coOJIOAaTh YCTAaHOBJEHHbIE IIpaBHja OOECIEeYeHUs Oe30MacHOCTH
NePCOHAIBHBIX MaHHBIX IIPU paboTe C NPOrpaMMHBIMH M TEXHUYECKUMHU
CpeaCTBaMH.

4.4. IlonpzoBarenio SAIIPEIHIAETCSI:

® OCYIIECTBISATH OOpabOTKy MEpCOHANBHBIX JaHHBIX B  IPUCYTCTBUU
MIOCTOPOHHUX (HE JAOMYILEHHBIX K JaHHOH HHGOPMAL1K) JIULI;

® 3aNyChIBaTh U XPAHUTh IE€PCOHAIbHBIE JJaHHBIE HA HEYYTEHHBIX CHEMHBIX
HOCHUTEINISIX WH(OpManuu (XKECTKMX IHUCKaX, (JdII - HAKOMUTENSX M T.IL.),
OCYIIECTBJIATh HECAHKIIMOHUPOBAHHYIO PACIIeUaTKy [M€PCOHATBHBIX JaHHBIX;

® OCTaBIIITh BKIIFOYEHHOM Oe3 mnpucMorpa cBow DOBM, He akTHBH3MPOBaB
CpeACTBa  3alUThl OT HECAHKIMOHMPOBAHHOIO JOCTyHa (BPEMEHHYIO
OJIOKMPOBKY DKpaHa;

® OCTaBJIATH O€3 JINYHOTO MPUCMOTPaA Ha pabo4yeM MEeCTe WM I'ie OBl TO HHU OBLIO
CBO€ MEPCOHAIBHOE YCTPOMCTBO MAECHTU(MUKAIMHM, HOCHUTEIM W PacIeyYaTKH,
cozepxKalllie epcoHaabHbIe TaHHEIE;

® YMBIIUIEHHO MCIIOJIb30BaTh HEJOKYMEHTHPOBAHHBbIE CBOMCTBA M OIIMOKHA B
MPOrPaMMHOM O00€CIIeYeHHH WM B HACTPOWKAX CPEJCTB 3allMThI, KOTOPBIE
MOTYT TPHUBECTH K HapyIIECHHsM Oe30IaCHOCTH MEepPCOHATBHBIX JaHHBIX (00
oOHapyXEeHHH TaKOT'0 PoJia OIIUOOK HEOOXOAUMO CTaBUTh B U3BECTHOCTh LlenTp
UH(QOPMAIIMOHHOM 0€301acHOCTH).

4.5. OcobeHHOoCTH 00pabOTKHM MEPCOHATBHBIX HaHHBIX 0€3 HCIIOJNb30BAHUS
CPEICTB aBTOMATH3AIIHH.

4.5.1. ObpaboTKa nepcoHaNBHBIX JaHHBIX CYUTAETCH HEABTOMATH3UPOBAHHOM,
€CIIM OHA OCYIIECTBIIsIETCS O3 UCTIONB30BaHUs CPEJCTB BEIUUCIUTENHHON TEXHUKH.

4.5.2. llepconanbHble NaHHbIE NPU UX HEABTOMATH3MPOBAHHOM 00paboTKe n
XpaHEHHUH IOJUKHBI 000COOIAThCS OT MHOM MH(OpMaimuu myTeM (HUKCAMKM UX Ha
OTIEJIbHBIX MaTe€PHAIbHBIX HOCUTENSIX B CHCLHABHBIX pa3iesax.



4.5.3. Ilpu (uxcanuy NepcoOHaNbHbIX TaHHBIX HA MATEPUAIbHBIX HOCUTENSIX HE
JOIyCKaeTCsl (UKCalus Ha OJJHOM MaTepUaIbHOM HOCHTEJIE TIePCOHATBHbIX IaHHbIX,
1eJ11 00pabOTKU KOTOPBIX 3aBEJIOMO HE COBMECTUMBI.

4.5.4. Jlnst KaxJOW KaTeropuu IePCOHAIBHBIX JAHHBIX HCIOJIB3YeTCs
OT/ICJIbHBIA MaTEepUaAIbHBIA HOCUTE]Ib.

4.5.5. XpaHeHHe MaTepUallbHbIX HOCUTENIEH TePCOHATIBHBIX JAHHBIX IOJKHO
OCYLIECTBJIATHCS B CNELMAbHBIX 3alUPAIOIIUXCs WKadax (sAIukax, ceidax u T.1.),
00€CreynBaOIIUX COXPAaHHOCTh MaTe€pPUabHBIX HOCUTENeH W HCKIFOUAROIIUIX
HECAaHKIMOHUPOBAHHBINA K HUM JOCTYII.

S. OGecnieuenue HH(pOPMALHOHHOI G€30NACHOCTH NPH HCHOJIb30BAHUH
pecypcoB cetu UHTepHeT

5.1. Pecypcel cetn MIHTepHET MOTYT HCIOJB30BaThCS [JIS OCYILIECTBIECHHUSI
MH()OPMAMOHHO-aHAIUTHYECKOW paboTel B uHTepecax ®I'BOY BO CamI MY
MunsapaBa Poccuun, oOMeHa MOYTOBBIME COOOIIEHUSMHU, BEIEHHS XO3SHMCTBEHHOM
AEATENIBHOCTH, AUCTAHLUMOHHOTO OOCIY)XKMBAaHHUS, MONYYCHHs] W PaCIpPOCTPAHEHHS
WH(OpMAaIlMK, CBA3aHHON c JesTenbHOCThI0 ®IBOY BO CamI'MVY Mun3apasa
Poccuu.

5.2. Ilpu oCyILIECTBIEHUH AMCTAHLIUOHHOTO OOCITYXKUBAHMS M SIEKTPOHHOIO
JOKYMEHTOO00pOTa, B CBSI3M C TIOBBIICHHBIMH pPUCKaMH MH(POPMALHOHHOM
Oe3omacHOCTH NpU B3aumopeiictBuu ¢ cetbio MutepHer ®I'BOY BO CamI MV
Munsnpasa Poccuu npuMeHseT cOOTBETCTBYIOLIME CPEACTBA 3aIMThl HHOOPMALIHH
(MexKceTeBble 9KpaHbl, AHTHUBHPYCHBIE CpPEICTBA, CPEACTBA KPUNTOrpadudecKoi
3aIUThl HHPOPMAMU U TIp.), oOecreurBaloOLIie pUeM M Mepenady MHGOPMAIUK
TOJIBKO B YCTaHOBJIEHHOM (hopMaTe U TOJBKO JJIsi KOHKPETHOM TEXHOJIOTHH.

5.3. Ilpu nosns3oBanuu pecypcamu cet Mutepuer [Tons3oBarestro
SAIIPEINAETCH:

® CMOJIb30BaTh Ha paboueM MecTe HHblE KaHaubl joctyna OBM k ceru
HMHTepHeT, KpoMe yCTaHOBJICHHOTO;

® IMPOBOAMTH CaMOCTOATENBLHOE H3MEHEHUE KOH(QUTYpalli¥ TEXHUYECKOTO U
nporpaMMHoro obecneuenus DBM, nonxmovenHoit k cetu MHTepHer;

® JCIIOJIb30BaTh MHBIE, KPOME CIIY)KEOHBIX, [IOUYTOBBIE SIIUKU JISI SJEKTPOHHOM
[IEPEINCKH;

® OTKpLIBATH (Daiibl, MPHUILEANINE BMECTE C MOYTOBBIM COODOIICHUEM, €CIH He
HU3BCCTCH UCTOYHHUK 3TOI'O COO6H.[CHI/IH;

® OCYLIECTBIISITH MIEPEHOC MOJYYEHHOH 10 ceTu VHTepHeT 1OKyMEHTHPOBaHHOM
MH(OPMalUK B DJIEKTPOHHOM BUJIE Ha APYTHE KOMITBIOTEPHI 6€3 MPOBEPKH ee
aHTUBUPYCHBIMU MTPOrPaMMaMHu;



® CKa4yMBaTh M3 CETH VIHTEpHET, B TOM YHCIe CpeACTBAMHU 3JEKTPOHHOM MOYTHI,
MH(POPMALMIO, COEPHKAILYIO HCHIOIHSIEMbIE MOJYJIH, TIPOrPAMMBI, ApaiBepsI U
T.IL.;

® CKauuBaTh U3 ceTH MIHTepHeT HelHMLEeH3HOHHOe porpaMMHOe obecrieyenue (¢
HapylIeHHEeM aBTOPCKHUX IIPaB) U NMpouue (Gaiisl (IporpaMMBbl, UTPBI U T.I1.), B
TOM YHCJI€ ITIOCPENCTBOM TOPPEHT-TPEKEPOB, a TAKXKE ¢ UCIOIb30BaHueM VPN-
CEPBUCOB;

® UCINONB30BaTh CeTh VHTepHET BHe Cily)KeOHBIX 3a/ad, MOCEUIaTh WHTEPHET—
CalThl, HE CBS3aHHbIE C BBHINOJHEHHEM JOJDKHOCTHBIX OOS3aHHOCTEMH
(pasBieKaTelbHble CalThl, WIPOBbIE CaWTHI, CAMTBl 3HAKOMCTB, CAMNTHI
TIOPHOTPahUYECKOTO COAEPIKAHNUS, COL[UANIBHBIE CETH, a TAKXKe ITPOYMe CalTHI,
KOTOpPbIC HE OTHOCSITCS K HAIIPABJIEHUIO AEATEIbHOCTH COTpyIHMKA). B ciyuae
HEOOXOIUMMOCTH - HCKJIIOYMTENFHO B PaMKaxX BBIIOJHEHUS OKHOCTHBIX
o0s3aHHOCTeH, Tomyckaercs noceienue corpyaaukamu ®I'BOY BO Cam MY
Munznpasa Poccun colnanbHbIX ceTell U MPOYUX HHTEPHET-TIOPTAIIOB.

6. Ilopsinok pa6otsl ¢ CK3U (Bkarouas cpeacrsa JII)

6.1. B HeKOTOpBIX HHPOPMAILOHHBIX CHCTEMaX [UIsl 00eCeYeH s KOHTPOIS 3a
LIeJIOCTHOCTBIO ~ T€pe/laBaeMbIX [0 TEXHOJOIWYECKHM KaHaJlaM 3JEKTPOHHBIX
JIOKYMEHTOB, a TaKkXe IJIsl MOATBEPXKIACHHS MX MOAJIMHHOCTH U aBTOPCTBA MOIYT
ucnojr3oBateess CK3U (Bkmowas cpeactra D).

6.2. Corpynnuky ®I'bOY BO CamI'MY MunsnpaBa Poccur, KoTopomy B
COOTBETCTBUM C BHYTPEHHMMHM JIOKAJbHO-HOPMATUBHBIMU aKTaMH IPEI0CTABICHO
npaBo wucnojp3oBaHus CK3M M BO3MOXHOCTH IOCTAHOBKH Ha 3JIEKTPOHHBIN
nokymeHT ero Oll, Belgaercs nepcoHanbHbI KIIOYEBOM HOCHUTENh HHPOPMAIMH, Ha
KOTOPBIN 3alliiCcaHa yHUKajbHas KitodeBast uHGpopmanus (kmou DI1), oTHocamascs K
KaTeropyuu CBEIEHUN OIPaHUYEHHOIO PaCIpOCTPAHEHHUS.

6.3. Bnanenen ximroua D11 OBSI3AH:

® T0Jy4YaTh KIFOYEBbIE HOCHTEJM IIOJ] POCIUCH B )KypHale MO3K3EMILIIPHOIO
yuéra CK3U;

® XPaHWUTh I[IEPCOHAJIbHBIE KIIIOUYEBbIE HOCHUTEIIM B CIELHAIbHOM MECTE,
rapaHTUPYIOUIEM MX COXPAHHOCTD (B 3allMPAOLIEMCS SIIIHUKEe CTOJIA UITH ceide);

® B CBOeH paboTe pyKOBOJCTBOBATHCS 3aKOHOAATENLCTBOM Poccuiickoit
@enepanuu B 001acTd MHPOPMALMOHHON 0€30MaCHOCTH M BHYTPEHHUMU
JoKanbHO-HOpMaTUBHBIMHU akTamu PI'BOY BO CamI' MY Munsnpasa Poccun
110 00ecneyeHNI0 HHPOPMAITHOHHOM 6€30I1acHOCTH.

6.4. Bnanensuy ximova D11 3AIIPEIIAETCSH:

® OCTaBJIATH KJIHOUE€BOM HOCUTEND 0€3 JIMYHOIO IIPUCMOTpA,



® Iepe/aBaTh CBOW KIIFOYEBOM HOCHMTENb APYTUM JIULAM (MCKIIOYEHHE: Iepeaya
KJIXOYEBOro HOCUTENs coTpyaHukam Llentpa unbopmaionHoii 6e3onacHocTH
AJIA  OCYLIECTBJICHHMsS HAacTpoiMku cpenctB DIl Ha paboyem Mmecre
Ilonp3oBatens);

® JenaTh HEYYTCHHbIC KOIMWHU KJIIOYEBOI'O HOCHUTENS, pacledyaTbiBaTh WIIH
MepernuChIBaTh ¢ HEro (aiibl Ha UHOW HOCHUTENb WH(MOPMALUH (Hanpumep,
XKecTKuM auck OBM), BHOCHTHL H3MEHEHHS B Gbaiinpl, Haxonmgiuecs Ha
KJIIOYEBOM HOCHUTEIIE;

® HCIOJIB30BAaTh KIIIOYEBOM HOCUTEIb HAa 3aBEJOMO HEHMCIPABHOM IMCKOBOJE
u/unu DBM;

® CcO000IIATh TPETHUM JIHMLAM HH()OPMALHIO O BIaAeHUHU KiifouoM DI 1y1s Kakoro-
1100 TEXHOJIOTUYECKOI0 MPOLiecca.

6.5. JIeficTBUS IpU KOMIIPOMETALIMH KITFOYEiA.

6.5.1. Ecin y Bnaziensia kimoya Ol mosiBUIIOCH MO103pEHHME, YTO €ro KITI0YeBOi
HOCHUTEJIb IONaj WM MOT IOMAacCTh B 4YyXHe PyKH (ObLT CKOMIPOMETHPOBAH), OH
00513aH HEME/JIEHHO IIPeKPaTUTh (He BO30OHOBIISATE) paboTy C KIIFOUEBBIM HOCHTEIEM,
coodbmmts 00 o3ToM B lleHTp uWHMOpManMOHHONW 6Ge30MacHOCTH, CHATh
CKOMIIDOMETHPOBAHHBIM  KJIFOYEBOM  HOCHUTENb C IIOMETKOW B  JKypHalle
nosk3eMiusipHoro yuéra CK3HM o npuyrHe KoMIIpoMeTaluy, HalkcaTh CIyXeOHYIO
3aIMCKYy O (paKTe KOMIIPOMETAIHH TIEPCOHATIBHOIO KIIFOYEBOrO HOCUTEIS.

6.5.2. B ciayyae yTepu KiIrO4eBOro HocHTess Biazener kimoda DII obs3an
HEMEUIEHHO cO00IIUTh 00 3ToM B LIeHTp nHpOopManoHHOM 6€3011acHOCTH, HAITUCATh
OOBSICHUTENBHYIO 3allUCKy 00 yTepe KIIIOYEBOTO HOCHTENS W IPUHATH Y4acTHE B
citykeOHO npoBepKe Mo GakTy yTepu KIHOYEeBOro HOCUTES.

6.5.3. Ilo pewenuto pexropa ®PI'bOY BO CamI'MVY MunzapaBa Poccuu
YCTaHOBJIEHHBIM MOPSAAKOM Biazenel kitovya 1 MoxeT moayuuTs HOBBIM KOMIUIEKT
IIEPCOHAJIBHBIX KIIOUYEBbIX HOCUTEIIEH B3aME€H CKOMIIPOMETUPOBAHHBIX.

6.5.4. B cayuae mnepeBoma Biazenbua kimoda Il Ha gpyryio paborty,
YBOJIbHEHHUS WJIM TpEeKpallleHUs] TPYAOBBIX OTHOLIEHWW WHBIM 00pa3oM OH 00s3aH
caaTh (cpa3y 0 OKOHYaHUU IOCIEHEro ceaHca paboThl) CBOM KIFOYEBOM HOCHUTEND B
LlenTp nHpOpPMAIIMOHHON 0€30MaCHOCTH MO/ POCIHUCH B )KYpPHAJE TOIK3EMILISIPHOIO
yaéra CK3U.

7. Opranuszanusi NapoJjibHOH 3aIHTHI

7.1. B nensix obecneuenus: nuHpopmanmonHoit 6e3onacuoctu B PI'6OY BO
CamI’'MV Munznapasa Poccun, ans goctyna B momeH Active Directory u mpoune
aBTOMaTU3UPOBAaHHbIE UH(POPMALIMOHHBIE CUCTEMBI, COTPYAHHKAM TPEI0CTABIISIOTCS
yYETHBIE 3allMCH, 3allMIIeHHbIe aposeM. He nomyckaercst UCOMb30BaHUE YUETHBIX
3anucel, He 3alUIIeHHBIX TapoJeM.



